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' President Reagan si | St
84  (NSDD-84) on March 11, 1983. (See Tab A.) This directive

. contains a number of measures to safeguard classified infor-

mation from unauthorized disclosure: Implementation of the
directive has been delayed,by_controversy regarding two aspects.

== ., Paragraph 1.b. of the directive requires
. that persons with access to Sensitive . .
Compartmented Information (SCI) sign
secrecy agreements that include a pre-
publication review provision. This sort -
of "lifetime censorship agreement” has .
- been upheld by the Supreme Court in the
. .Snepp case and used at CIA and NSA for -
some years. (See Tab B.) o J

~= _ Paragraph 5 of the directive requires that
' agencies clarify their policies so that .
- "appropriate adverse consequences" could
-follow an employee's refusal to be poly- . -
- graphed in'a leak investigation: - This -~ -
-- does not-require. use of ‘the polygraph in.
- any particular case; it does mean that _
agency policies cannot_efféctively preclude

- “polygraph use. (See Tab C.)

This controversy has become linked to an unrelated Department of °
- - Defense proposal to permit greater use of the polygraph in deter-

mining security clearances for certain employees in highly sensi-
tive jobs. (See Tab C.) 1In addition, some.press critics have
linked these measures with other Administration initiatives -as
part of.anonerall program to-.sguelch the First -Amendment. . (See
- Tab Di:) _ o ’ : :
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Issue for Decision

Corgress has enacted legislation that blocks -- until
April 15, 1984 -- any change in polygraph policy at the o
Department. .of Defense, and any new policy regarding prepubli-
cation,review,throughout‘the.government. It is quite likely —
that legislation will be introduced to extend the current mora-
toria until 1985 or to impose permanent restrictions on the- use-
of polygraphs-and.prepublication review. ~ : _

3 ~We neédjto”de¢ide hoﬁ,td7respond to this 1egislative chal-

" 'lenge."” Administration witnesses will be called to tesk ify oo L0

. starting én'FeerarY~75befbre—a.jbint'hearing;of subcommittees-

chaired by Don Edwards and Pat Schroeder._W§enatgr_Mathias‘also R

"plans,hea;ipgs;in‘February;'_Oﬁhéf—héarings;are likely. .

_5-(l)frAbandonféffortsgto'implement’theseﬁcontr6VersiaI*w;

fpplicies; at least prior to 1985. A public announcement . o -
~to this effect would probably eliminate most of the ‘congrés= " .

sional hearings and deprive the issue of immediate signifi-

'jf*ﬂfImplémentation"of.this’option wdﬁ1d“fégufrefrévpéatidhfbff;th"If?m

- suspension of paragraphs 1.b. and 5 of'NSDD—84.""ThiS'cou;d be
. _combined with option 3 so as.to.avoid anwimpression;that we -no -
longer'cargfqbougwthis problem. : I T

,(2) fSeékit6:imp1éﬁént these policies with»ééme.mbdifi#méuf 

féations;land'oppose further legislative restrictions.'5The o
'intelligenceucommitteeS;‘eSpecially in the Senate, are likely to

. be most sympatheticAto’theSevpoliciesw However,-some;modifica— o
“tions (at -least in the prepublication review program) will be =
_~ﬁ9¢§ssaryﬂtoﬁwin;sufficient support. - The precise modifications
-onldVhave;to;be,developed“in“COnsuItatioanith‘keyVSéhatbrs

(sughvasfChafee,nLugar; andVdedleston);} U

' For example, the prepublication review agreement could .be

modified to require submissions for a limited period of time T
- (e.g., 12 years) after‘leaving~the"govérnméht;‘7Anoth9rippssiblgj';5“”

~change would be to limit the ‘'scope of materials required to be.

_submitted,for_review. Such modiﬁications-wculdJnot.require-any'-

-ehange -in NSDD-84 -itself, only in the manner qf:impleméntatipn;'

- Successful pursuit of this.option'willfréQUité1indicétion3-'.
from the White House to key Senators -that the Administration is
serious ‘about implementing these policies, as modified. .The

‘White House legislative affairs and communications office would
~have to work closely with NSC,ﬁJustice,'CIA and-Defenseﬁin this
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effort. It would be particularly helpful if CIA and NSA could
declassify a few specific examples of the damage to national’®
security caused by unauthorized disclosures of classified
‘information. : N N NIRRT
.~ . (3): Seek . to enact new legislation to address the
problem. The intelligence community has long sought a com-
_Prehensive criminal statute to punish_unauthorized“disclosures :
-of»claSSified“information.:vA'statqte-providing civil penalties
could be sought instead of, or in addition to, a criminal o
.statute.” Enactment of such legislation would provide more
effective remedies: than are available under existing law and’
administrative regulations. ~ L e

ﬁThéﬁchancestéf getting-such iégislatioh énéctéd,this year
are practically nonexistent. The main purpose of this option
is to begin a long-range campaign for enactment in 1985 or -
later.. "i,;:?_"_ S o ) E o . s . B

by
6\-’
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 Tab A:
- Tab B:
':eTab C:-ln

. Tab D:

: GeneraI“Referenceli"

“Text of NSDD-84, Mar. 11, 1983 o
. . President's Memorandum for: Federal Employees
‘. Statistics on August 30, 1983 Security

Clearances and Cla551f1cat10n Act1v1ty

Pregubllcatlon Rev1ew"w“

fDevelopment of Policy Ca
. Some Fiction and Facts about Prepubllcatlon

. Review

 Form 4193 (Dec. 1981) SRR
'New SCI Nondlsclosure Agreement (Aug. 1983)

;Po;ygraphs V”r/

Pour Categorles of Polygraph Use
. Use of Polygraph in Leak Investigations = .
~.-DOD Polygraph Screening Proposal R
. Statistics on Federal Polygraph Use
~Statistics on Polygraph Accuracy

e:Related”Issﬁes of Legislative Interest

Proposals to Amend FOIA

Executive Order on Cla551f1cat10n (E. O. 12356)
- New FBI Domestic Securlty/Terrorlsm Gu1de11nes
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. As stated in Ixecutive Orgder
- 8isclosure would harm the national secur{ty interests of the N
- .-United States may be classified. Every effort should be made to R
- Geclassify information that no longer requires protection in the T
"~ &nterest of national security. = . e e e

At thq‘;ﬁhe'tihe,»ﬁbﬁeVEf)

R ff:_5$Bfég§sfdih§'xgtionéi'Seéurity:zﬁfo}mnt!bn J¢:' 

12356, ‘only that information vhose -

recommendations contained in the interdepartmental report

T”fb:waidéa”by;the‘AttQEﬁgy ¢éhéra1, I direct the following:

1. Each agencf'of ihe Executive brSnch.thai otig{natés,

o or 53nd185?€1853ified.informatjon"sha11’aaopt internal prccedutedJ,"ff "

to safeguard against unlawful disclosures of classified

- information. Such procedures shall at a minimum provide as
: fol;ows:. ‘ L - v , _

‘a.  All persons with avthorized access to classified
information sha21l be required to sign a nondisclosure
- agreement as a condition of access. This reguirement may
. be implemented prospectively by agencies for which the
administrative burden of compliance would otherwise be
excessive, - . L A :

_ b. ' All persons with auvthorized access to Sensitive
Compartmented Information (SCI) shall be reguired to sign
& nondisclosure agreecment as a condition of access to SCI -
2and other classified information. All such agreements
moust include a provision for prepuvblication review to
assure deletion of BCI and other classified information.

el ,Allfa§iéements reébiredlin paragraphs 1.a. and
1.b. must be in a form determined by the. Department of

Justice to be enforceable in a ‘civil action brought by_gf3‘ ;  -@ ”

‘the United States. The Director, Information Security
Oversight Office (1500), shall develop standardizsd
forms tb?t satisfy_these requirements. o ;

-SRI . I Appropriate policieS‘shall be aaépted to govern

- contacts between media representatives and agency personnel,
80 a5 to xeduvce the opportunity for negligent or deliberate
8isclosures of classified information. All persons with '
“svthorized access to classified Information shall be o
clearly apprised of the agency’s policies in this regard.
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- of properly classified information is a matter of grave concern
.- an@ high priority for this Administration. In addition to the

. requirements set forth in Execuvtive Order 12356, and based on the
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. 2. " Each agency ©f ihe Executive branch thet originstes ox
handles classified information shall adop: internal procefures to

- govern the reporting and dnvestigation ps una2vthorized disclosures of

,ﬁsuch.inqum&txon,,}ﬁu@hiyxmgéﬁux@S»@haalwa&A&wadnimuatgxaviﬁavthatﬁg-

LT @ -7 A1l such disciosur

.. 2= seriously @amaging to its mission and responsibilities =
.. ..9hall be evaluated to ascertain the nature of the information
E - -;i%jgi;clpsed,and_the extent to which 4t bhad been disseminated.

, b. f!me'agéncy 3hall conduct a prelimihiry internal
- &nvestigation prior to or concurrently with seeking )
‘dnvestigative assistance from other agencies. .
‘ é?'f'Tbecsgébcy shillrihintainﬂrecbrds of disclo§nres1':f  f
80 eva}qatedAandvinvestigated;,,f , T S
d;?*"Agéﬁciei:invthe"ﬁbsséssion.af classified information

originating with another agency shall cooperate with the =

.the unauthorizead disclosurg of such 1nformation;‘¢ :

made such disclosures or to have refused cooperation with .
S investigations of such unauthorized disclosvres will be denied -
[ further access to classified information and subjected to
: other administrative sanctions as appropriate, ST

‘ "3.  Unauthorized éisclosures of classified information shall

be reported to the Department of Justice and the Infaormation =

Security Oversight Office, as required by statute and Executive = -

orders. The Department of Justice shall continuve to yeview

Teported unauvthorized disclosures of classified information to
«@etermine whether FBI investigation is warrantea, Interested

-departments and agencies shall be consulted in developing criteria

for evaluating such matters and in determining which cases should

receive investigative priority. The FBI is avthorized to -

‘dnvestigate such matters as constitute potential violations of .

federal ecriminal law, even though administrative sanctions may be .

sought instead of c¢riminal prosecution. ‘ : B ;

' 4. Nothing in this éirective i5 Intended to modify or
Preclude Snteragency agreements between FBI and other criminal
investigative agencies regarding their responsibility for S
conducting investigations within their own agencies or departments. .

S. The Office of Personnel Management and all departments
| and sgencies with employees having access to classified information .
. are 8irected to revite existing regulations :and policies, as -~ .
. hecessary, so! that employees may be reguired to subait to polygrap
'”examinations;'when'appropriate, in the course of investigations of _
~unavthorized disclosures of classified information. As a minimum,

% Buch regulations shall permit an agency tovdecideithat appropriate B

~ Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3

es that ehé Ggehcy¢oKEidars torm—— —

- originating agency by conducting internal investigations of . - .

e {'Péxsons'determined'hy the hgenbywto,have knoﬁinglytﬂg.piuf“



v
0

A I

\ . o : -
"& R Approved For Release 2008/12/08 CIA RDP9OBO137OR000200310021 3 \ LA

'l'aﬂv»taa ccnsequences will f@liow nn @mplayre°s xefusal %@ eooperate‘
with .2 polygraph examination that s limit2d &n scope to the

eircunstances of t¢he unavthorized disclosure under investigation.

- Agency regulations may provide that only the head of the egency,

or his Selegate, is empowazed to~ordervam—employee-to—aubmit~to_a__;_;;;
polygraph examination. Results of polygraph examinations should -

pot e zelied upon to the @xclusion @f other anfornation @btained
5 @uxins invesfigationa.=- ' : ; . T .

8. The Attornay Seneral, in consultation with the mirector,

T leice of Personnel Management, 45 requestzd to establish an
~"4nterdepartmental group to study the federal personnel security

.. program and recommend appropriate revisions 4in existing Executive R
“*‘ordez;. :egulations, and guidelines..._» . L S
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. WASHINGTOM o § 4'3.&?‘3'%@

, _ . August 30, 1983 W -

- : » - SR
_MEMORANDUM FOR FEDERAL EMPLOYEES e
) ) ’ » . : ° ._‘\'.""‘.‘L

SUBJECT: Unauthorized Disclosurs cf Classified Information

Recent unauthorized disclosures of classified information

concerning our diplomatic, military, and intelligence activities

threaten our ability to carry out national security policy.

I have issued a directive detailing procedures to curb these

disclosures and to streamline procedures for investigating them.
- However, unauthorized disclosures are so harmful to our

national security that I wish to underscore to each of you

the seriousness with which I view them.

. The unauthorized disclosure of our Nation's classified informa-
tion by those entrusted with its protection is improper,
unethical, and plain.wrong. This kind of unauthorized disclosure
is more than a so-called "leak"--it is illegal. The Attorney
General has been asked to investigate a number of recent :
disclosures of classified information. Let me make it clear
that we intend to take appropriate administrative action against -
any Federal employee found to have engaged in unauthorized
disclosure of classified information, regardless of rank or
position. Where circumstances warrant, cases will also be

‘'referred for criminal prosecution.

The American people have placed a special trust and confidence
in each of us to protect their property with which we are
entrusted, including classified information. They expect us

to protect fully the national security secrets used to protect
them in a dangerous and difficult world. All of us have

taken an oath faithfully to discharge our duties as public
servants, an oath that is violated when unauthorized disclosures
of classified information are made.

Secrecy in national security matters is a necessity in this
world. Each of us, as we carry out ocur individual duties,
-recognizes that certain matters require confidentiality. We
must be able to carry out diplomacy with friends and foes on
a confidential basis; peace often quite literally depends on
it--and this includes our efforts to reduce the threat of
© nuclear war. '

We must also be able to protect our military forces from

present or potential adversaries. From the time of the Founding
- Fathers, we have accepted the need to protect military secrets.

Nuclear dangers, terrorism, and aggression similarly demand
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- that we must be abla to gather inteliigencs information
- about- these dangers--and our sources of this informatien
-must be protected if we are to continue to receive it. Even
. in peacetime, lives depend on our ability to keep certain
- matters secret. e T I o

“ A3 public servants, we have no legitimate excuse for resorting
..: to these unauthorized disclosures. Thera are other means o

. available to exprass ourselves: ‘ » '
== We make every effort to keep tha Congress and the

. people informed about national security policias

.- and actions. Only a fraction of information ‘

. :concerning national security policy must be -

L classified, o : - '

~-ngfw‘.h3V' mechanisms for presénting alternative = -
-+, views and opinions within our government. o

== . Established procedures exist for declassifying e
.. material and for downgrading information that may
. be overclassified. . . o T
=~ Workable procedures alsc exist for reporting wrong- -
- . doing or illegalities, both to the appropriate
Executive Branch offices and to the Congress.

Finally, each of us has the right to leave our position of
: trust and criticize our government and its policies, if that
- --1s what our conscience dictates. What we do not have is. the o
- .. 'right to damage our country by giving away its .necessary secrets.

. We are as a Nation an open and trusting people, with a proud -
. tradition of free speechk, robust debate, and the right to.

' disagree strongly over all national policies. No cne would

‘ever want to change that. But we are also a mature and

. disciplined people who understand the need for responsible -
~action. .As servants of the people, we in the Federal Government

must understand the duty we have to those who place their '
~_trust in us. I ask each of you to join me in redoubling our

- efforts to protect that trust. L

[
b
fen
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"'Statistics on Security Clearances

_ Emgiozeesi
Top Secret - SCI ~ . . . 112,000

Top Secret =~ No-SCI . . ;- - 351,000
. Secret B T T T 2,055,000

Confldentlal 3}2;jf!>1£%37” o 17,000 .-

Total ClearancesAﬁgﬁj

. and Classification Activity

L Secufity Clearances (Excluding CIA and NSA) vr* 

72,535,000 -

~ Contractors

15,000
- 252,000
940,000 -
305,000 -

1,512,000 -

: Changes in C1a551f1catxon Act1v1ty

Original
Classification

Orlglnal Plusi

Derivative

. Classification

FY 80 (Carter) =~ about ‘same
FY 81 (transition)  .about same
FY 82 (Reagan) = . about same
FY 83 (Reagan) . . .. .down 18%

A6

up 10%
up 8%
up 1%
up 3%
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. Prepublication Review: ‘DevelopmentfchPoiicy:”"-

For many years CIA employees have 51gned secrecy agreements _,

__drequ1r1ng them to obtain agency clearance before publishing
~materials that might contain classified information. A number
- of court decisions have upheld ‘the enforceablllty of these = .

agreements, including the Supreme Court ] de0181on in Snepp v._‘_

'giUnlted States (1980). ;

llﬁleaV1ng office, Attorney General Civiletti adopted guidelines to- f_’?

C1v1lett1 Gu1de11nes. In December 1980, shortly before

'T'llnlt the discretion of the Justice Department in enforc1ng

3’contractual secrecy obligations. These guidelines in effect‘J

?f}overruled some of the broader 1mp11catlons of the Supreme

"“;Court s oplnlon in the Snepp case.euﬂ

Guldellne Revocatlon.a‘In September 1981 Attorney

f_fGeneral Smith revoked the Civiletti guidelines because they

. suggested the United States would not enforce secrecy obli-

' - gations. to the extent permitted by the Snepp decision. The -

_3 new policy is to "evenhandedly and strenuously" enforce secrecy -
. obligations. The personal approval of the Attorney General is
zfrequlred before. 1n1t1at1ng any such lltlgatlon.

' Form 4193 In 1981 DCI Casey promulgated a new secrecy

fr agreement (Form 4193) for all government enployees with access

" to SCI, which contains a prepublication review provision. This

agreement was initially drafted -during the Carter Administration

ras part of a broader plan to upgrade information security stan-

o dards (APEX) which was ultimately abandoned. The language of

this agreement has several defects that would make it difficult
to enforce. For example, it only authorized deletion of SCI-
(not Secret or Top Secret information) from manuscrlpts that are

submltted for prepubllcatlon review.

_ NSDD—84 " This d1rect1ve was. 1ssued by the Pres1dent in.
March 1983. It requires two new standard secrecy agreements, to

“be approved by the Justice Department as enforceable in civil

litigation. The two agreements were developed by an 1nterdepart-'“

-mental committee under supervision of the NSC staff, approved
-- by the Just1ce Department, and pub11c1y announced in August
'1983 ' S T o o

*ﬁi eéif.The'classified information nondisclosure
) . agreement does not include a provision
.. for prepublication review 'and has not been
-very controversial. ' However, many agencies
‘have refused to 1mp1ement this agreement
- because of controversy regarding the SCI
'nondlsclosure agreement.

l‘,
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- The SCI nondisclosure agreement replaces
Form 4193 and includes a prepublication
review provision. Because the Mathias
amendment {(discussed below) was introduced soon
- after its promulgation, very few officials have
signed the new agreement. -

The Mathias Amendment. On October 20, 1983, the Senate
adopted by a vote of 56-34 this amendment to the State
Department authorization bill, which was finally enacted on
November 22. The amendment prohibits until April 15, 1984,
any prepublication review agreement or policy that was not in

-effect prior to March 1983. The stated purpose is to delay
implementation of the new SCI nondisclosure agreement so that
Congress has time to study the issue further. The Mathias

. amendment does not interfere with the continued use and

- enforcement of Form 4193, : -

House Committee Report. On November 22, 1983, a _
.majority of the House Government Operations Committee approved a
report recommending appropriate legislation unless the President
rescinds the portion of NSDD-84 requiring prepublication review
agreements. Six Republicans signed a dissenting statement sup-
porting the President's directive, but recommending that con-
sideration be given to replacing the lifetime prepublication
‘review provision with a commitment limited to a reasonable
period of time after leaving government emp loyment.

Congressional Outlook. There is little congressional
interest in preventing CIA and NSA from continuing their pre-
publication review programs. However, there is substantial
opposition to requiring prepublication review for other
employees with SCI access.  This opposition applies to both the
new nordisclosure agreement as well as the old Form 4193 (which
went unnoticed when originally promulgated).
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Fact:

- Fiction:

Fact: -

;fFiction:

Fact:

“Piction:

fFact:»‘
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. to classified information.

-submitted.

.
- Some Fiction and Facts About

Prepublication Review

Secrecy agrzements requiring prepublication review
violate the First Amendment.

The Supreme Court upheld the constitutionality of
prepublication review for CIA employees in Snepp v.

United States (1980).

* % * &

- The Reagan Administration wants to extend prepublication

review to millions of government employees with access

‘The requirement will only apply to employees with access
to Sensitive Compartmented Information (SCI). There are

_about 112,000 such employees, most in the Department of
Defense, who were not previously covered.

* % % %

Employees covered by this agreement will have to submit
for review anything they ever write for the rest of
their lives. :

, ‘Ohly materials that include information relating to

specified intelligence matters will have to be

® % & %

.This program will allow the Administration in power to

censor views of people they disagree with.

Only cléssified.information'can'bebdeleted. Judicial

'review is provided, and the government must be able to
'prove in court that every word it wants to delete is

properly classified.
* Rk kR

- | B-3



- Fiction:-
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Fiction: 'PrepﬁbiicationAreview-will keép authors from publishing
- - their views in a timely manner. . : S R

and complieted them in an average of 13 days. Reviews

. have been conducted in a matter of hours for authors. S

- working on short deadlines.

AR S S

f This praéiam will effectively prevent former1officié1s
- from giving speeches, press interviews or appearing on

review in advance. - .. -

- review.. - =

,i’*ttﬂ
Fictibn;a;This.progrém is unnecessary because former employees
. . hardly ever disclose classified information in books or
o speeches. L - S , : .

Fact: -~ Since 1977, some 929 items have been submitted to CIA
-+ .. for prepublication review, of which 241 contained
. . classified information that was protected by the
7. program. A similar opportunity to protect classified
7 information would exist for other employees with access
- to equally sensitive information. . - . . . . -

R R T 2 SN T

B-4
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' fFactE ;*" Thé‘agreement requires review to be conducted in 30 ddyé<*:
_ © - as a maximum. Last year, CIA conducted 213 such reviews

talk shows, because they cannot submitvtheir answers for

" Prepublication review does not apply to extemporaneous
.~ -oral comments. Only if oral statements are given from a
- ... prepared text is there a requirement to submit for .
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~'An Agreement Between

: 2. 1 hereby acknowledge that 1 have received a security indoctrination concerning the nature and protection of SCI including
. ithe procedures 10 be followed in asczrisining whether other persons to whom } coniemplate disclosing this information have been
. “approved for access 10 it_and ) understand these rocedures. | undersiand that I may be required to sign subsequent agreements upon
- being granied access to different categories of SCI. 1 further understand that 2i] ™y obligations under this Agreement continue to exist

- - whether or not-} am required 10 sign such subsequent agreements. , :

N ~ 3. T have been advised that direct or indirect unauthorized disclosﬁrc. unauthorized retention, or negligem handling of SCI by
" me could cause irreparable injury 1o the United States or be used 10 advantage by a foreign nation. 1 hereby agree that I will never

L divuige such information to anyone who is not autborized 10 receive it without prior written authorization from the United States

Government department or agency (hereinafier Department or Agency) that last authorized my access to SCI. I further understand

o t};al l‘am obligated by law and regulation not to disclose any clus_iﬁed informa‘tio,n in an unauthorized fashion.

4. In consideration of being granted access to SCI and of being assigned or retained in a position of special confidence and trust
” ‘requiring access to SCI, | hereby agree 10 submit for security review by the Department or Agency that last authorized my access to such
- information, all information or materials, including works of fiction, which contain or purport to contain-any SCI or description of activi-
" ties that produce or relate 10 SCI or that I have reason to believe are derived from SCI, that 1 contemplate disclosing to any person not
" authorized 10 have access 10 SC or that ] have prepared for public disclosure. 1 understand and agree that my obligation to submit such
- -information and materials for review applies during the course of my access to SCI and thereafier, and 1 agree 1o make any required
_ . submissions prior to discussing the information or materials with, or showing them to, anyone who is not authorized 10 have access 10 SCI.
- I further agree that I will not disclose such information or materials to 8ny person not authorized to have access to SCI untjl § have
. ‘received written authorization from the Department or Agency that last authorized my access 1o SCJ that such disclosure is permitted.

; 5. I understand that the purpose of the review described in paragraph 4 is to give the United States a reasonable opportunity to

- determine whether the information or materials submitted pursuant to paragraph 4 set forth any SCI. 1 further undersiand that the
Department or Agency to which I have submitted materials will act upon them, coordinating within the Intelligence Community when
‘appropriate, and make s response to me within a reasonable time, not to exceed 30 working days from date of receipt.

* 6. 1 have been advised that any breach of this Agreement may result in the termination of my access to SCJ and retention in a
sposition of special confidence and trust requiring such access, as well as the termination of my employment or other relationships with
- any Department or Agency that provides me with access to SCI. In addition, 1 have been advised that any unauthorized disclosure of

-SC! by me may constitute violations of United States crimina) laws, including the provisions of Sections 793, 794, 798, and 952, Title
18, United States Code, and of Section 783(b), Title 50, United States Code. Nothing in this Agreement constitutes a waiver by the
- United States of the right to prosecute me for any slatutory violation.

- 8. 1 understand that all information to which I may obtain access by signing this Agreement is now and will forever remain the
property of the United States Government. 1 do not now, nor will I ever, possess any right, interest, title, or claim whatsoever 1o such
information. I agree that } shall return all materials, which may have come into my possession or for which I am responsible because of

~ such access, upon demand by an authorized representative of the United States Government or upon the conclusion of my employment -
©r other relationship with the United States Government entity providing me access to such materials. If ] do not return such materials
" upon request, I understand this may be a violation of Section 793, Title 18, United States Code, 8 United States criminal law.

. 9. Unless and until ] am released in writing by an authorized representative of the Department or Agency lhaf Iast prw»ded me
* with access 1o SCI, 1 understand that all conditions and obligations imposed upon me by this Agreement apply during the time | am
‘granied access to SCI, and at all times thereafier, o

10. Each provision of this Agreement is severable. If a court should find any provision of this Agrecment 10 be unenforceable, all
other provisions of this Agreement shall remain in full force and effect. This Agreement concerns SCI and does not set forth such other °
conditions and obligatiochs not related to SCJ as may now or herealier pertain to my employment by or assignment or relationship with
the Department or Agehcy. : : :

11. 1 have read this Agreement carcfully and my questions, if any, have been answered to my gatisfaction. 1 acknowledge that

" the-biefing officer has made available Sections 793, 794, 798, and 952 of Title 18, United Stz;tcs. Cod'c. and Section 783(b) of Title 50,
United States Code,.and Executive Order 12065, as amended,.50.that ] may read them at this time, if I.s0 choosc.

12. 1 hereby assign to the United States Government all rights, title and interest, and all .myaltief. remunerations, n-nd emoluments that
Bave resulted, will result, or may result from any disclosure, pubdlication, or rgvehb’on Dot consistent with the terms of this Agreement.

" roam 4 EVIOUS  Paphoces Forua G036, J558, 4173 ot 419D
5 4193 cveyieon ot o e s ; az
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SIGMATURE DATE . -

The. exccql_ion of this Agreement was witnessed by the undersigned who accepted it on behalf of the United States Government
as a prior condition of access to Sensitive Compartmented Information. } . . -

WITNESS and ACCEPTANCE:

DATE

- . SIGNATURE

SECURITY BRIEFING ACKNOWLEDGMENT

- ' . I hereby ocknowledge thet 1 wos brinfed on the following SCI Special Access Program{s):

{Speciol Access Programs by Intiais Only)

Signoture of Individual Briefed Date Briefed

P(infod or Typed Nome

{ Sociol Security Number (See Notice Below) .. " Orgonization (Nome ond Address) .
-<= I cartify that the above SCI occess{es) were opp'md in o‘ccverda\co- with relevant SC! procedures ond that the briefing presented by
me on the above dote was also in occordonce therewith, : ‘ : ’ o :

UG Q1 RHenng WUThKor

Printed or'l';p;d Nome . - Organizotion {Nome ond Address)

Social Securit

y Nu

= "7 SECURITY DEBRIEFING ACKNOWLEDGMENT

‘ Hovfng been reminded of rﬁy cén’inuir;g .ob}igoﬁoﬁ lo comply with the terms of this Aga:eennm, I hereby ocknowledge that | was de-
i beiefed on the following SC! Special Access Progenm(s). —_ - : S § o

: . (Special Access Programs by Initioh Only)

d Signotwe of Individual Debriefed . Dote Debrivied g

B Printed or Typed Nome - .

 Social Security Number (See Nofice Below) .. . .- L ,.;.'. Orgonization (Nome ond Address) -~ -~ .o ..

7 ~ Icm:fy*ih;i the debriefing presented b,l' me on the above dote ;os inAoccou)ionée. wnbnkvom sCi pwudwﬁ.

Signoture of Debriefing Officer ol

i Printed or Typodrlun--. L © - Orgonization (Nome ond Address)

3 Sociol :gééwify Number (See Notice Below)

ST - - Y e FOERET o -

C o

NOTICE: The Privacy Act, 5 US.C. $22a, requires that federal agencies inform-individuals, at the time-information is solicited from them, whetber
the disclosure is mandatory or voluntary, by what suthority such information is solicited, and what uses will be made of the information. You are
hereby advised that authority for soliciting your Social Security Account Number (SSN} is Executive Order 9397. Your SSN will be used to identify
you precisely when it is necessary 10 1) centify that you have access to the information indicated above, 2) determine that your sccess to the information

indicated has 1erminated, or 3) certify that you have witnessed a briefing or debriefing. Although disclosure of your SSN is not mandatory, your failure
‘to do 50 may impede sich certifications or determinations. . - . - :

Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3 .. .-+ ro<
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1. Intending to be legally bound, I hereby acospt the
' obligations contained in this Agreement in considesr-

21 hzreby a :
- ~-gecurity indoctrination concerning the natuwreand 1
protestion of SCI, including the procedures tobe .= ™

_ whem I contemplate disclosing this information bave

"." 4.1 further understand that T'am obligated 0 compl& ,
“ with laws and regulations that prohibit the unautho-
" rized disclosure of classified information. As usedin

".Sénsi'ﬁve' Compartmented Infbrmatio'n o

Nondisclosure.Agresment - -

CIA-RDP9OB01370R000200310021-3

Exhibit € -

. AnAire;m:nt bei‘:v,en _" '

stion of my being grantsd acsass to information _
known as Seasitive Compartmented Information -

"~ (SCI). I bave been advised and am aware that SCI ..
. involves or derives from intelligencs sources or meth-

. ods and is classified or classifiable under the stand- L
- ardsof Executive Order 12356 or under other Execu-
"7 tive order or statute. [ understand and accept that by
20 7. being granted acesss to SCI, special confidence and .. .

-placed in me by the U_nitsd S_tam

swledge that T have reczived 2

followed in ascsrtaining whether otber persons to -

been approved for access to it, and that I understand

. these procedures. I understand that I may be required

to sign subsequent agresments as a conditicn of being

~ granted aceess to different categories of SCL 1 further

understand that-all my obligations under this Agree- -

_ ment continue to exist whether or not I am required to
" sign such subsequent agreements. - - - . -

~ 3.1 bave been advised and am aware that director -

indirect unauthorized disclosure, unauthorized reten-
tion, or pegligent handling of SCI by me could cause -
irreparable injury to the United States or could be

used to advaniage by a foreign nation. I hereby agree.
that I will never divulge such information unless I
have officially verified that the recipient has besa

" properly authorized by the United States Government
" to receive it or ] have been given prior writtea notice -

of authorization from the United States Goverament
Deparument or Agency (hersinafter Departmentor - .
. Agency) last granting me cithera security clearance -

- or an SCI access approval that such disclosure is

. o

this Agreement, classified information is information -

" that is classified under the standards of EO. 12356,

or under any otber Executive order or statute that
prokibits the unautborized disclosure of information -
in the interest of national security. ‘

S.in consideration of béing granted access t0.SCland

" for security review by the Department or Ageacy last
- granting me cither a security clearancs or an SCI -

.authorized to have such informaticn, or that I bave

_ nﬁdtbeU;i:edSﬁt& __: o

otber classified information, 1 hereby agres to submit -

acesss approval all materials, including works of ;
fiction, that I contemplate discicsing toany personnot '

prepared for public disclosure, which contain or pur- L C
port to comtair - LU o L

(a) any SCI, any description of activitics that
-+~ produce of relate to SCI, or aay information " -
' (b) apy classified information from intelligence

- reports or estimates; or T e
'{¢) any information concerning intelligence activ-
“ jties, sources cr methods. . T 7

"I understand and agree that my oﬁlizaﬁan o submit . -

such information and materials for review applies T
during the course of my access to SCIand at all times .
thereafter. However, I am not required to submit for

review any such materials that exclusively contain

information lawfully obtained by me at a time wheal -

have no employment, contract or other relationship ‘

with the United States Government, and which areto o
be published at such time. e e

6.1 agré 10 make the submissions described n
paragraph § prior to discussing the information or

. materials with, or showing them to anyone who is not

authorized to have access to such information. 1
furtber agree that I will not disclose such information

. or materials unless I have officially verified that the

recipient bas been properly authorized by the United.
States Government to receive it or I have besa givea. - .
written authorization from the Department or Agency
last granting me either a security elearance or an SCI '
access approval that such disclosure is perminted.

7. T understand that the purﬁosé of the review de-

" scribed in paragraph § is to give the United Statesa

reasonable opportunity to determine whether thein- "

. formation or materials submitted pursuant to para- -

graph § set forth any SCI or otber information that is .
subject to classification under E. O. 12356 or under

any other Executive order or statute that prohibits the - - i

- unauthorized disclosure of information in the interest -

of national security. I further understand that the
Department or Agency to which I have submitted
“materials will act upon them coordinating with the
Intelligence Community or other agencies when ap-

of being assigned or retained in-a position of special . ‘propriate, and substantively .respond to me within 30

confidence and trust requiring-access 10'SCl-and

- working days from date of receipt. . .

w—



-7 Suws ol e right to prosecute me for any statutory all imes therzafter.

el hereby assign'to the _ _ LT
o gll royalties, remuperations, and emoluments that b unenforesable, all othes provisions of this Agree- - T
""" have resulted, will result, o m3Y result fromany  meatshal remain in full force and effect. -
* disclosure, publication, of revelation not comsistent N L ST T
SSUL L 14 I bave read this Agreement carcfullysndmy - - L
S R R S L quuﬁons.i!any.btvebm answered to my satisfac- "
10. T understand that the United States Governmeat tion. ] acknowledge that the briefing officer has made .
may seck any remedy available to it to eaforce this - available to me Sections 641. 793, 794, 798,204 952 . _
" Agreement including, but:oot limited to, application - of Title 18, United States Code, Section 783(®)of

o vﬂlforevet'remin!.he propecty of the United States 15.1 make this
: Gove:n,me_nt.ldonqtnew.wwinlever.posswuyb or purpose of evasion. .

2.1 barz 'bmadvisedaand'a.m aware tast any breach right, interest, BUE, TF tiaue

of this Agresment may result in the tarmisation of {aformation. Tsorenthall shall return all materials

any security clearances and SCIl access approvals that which bave o5 may &eme into tay pessessies.or for

I may hold; removal from any pesition of special which I am responsible because of such access, upon
confidencs and trust requiring such elegrances OF demand by an authorized representative of the Usnited

gcosss approvals; and the \ermination of my employ- States Goverament of upos the coaclision of my
ment or other relationships with the Depariments of " employment of other relationsbip with the Depant-
Agencies that granted my security clearancss crSC1  ment or Ageacy that last granted me either a security ~

_gpecsss appravals. !naddiﬁon.lhavebeengdviszdmd dannacu;nSCIaecsupmelﬂdomtmm

A awars that ny_un;nthodzed disclosure of SClor”. such materials upoa request, I understand that this
other classified information by me DAY copstitutea  maybes viclation of Section 793, Title 18, Unit=d

- violatio ot viclations of Unitsd States criminal laws, States Code, 8 United States criminal law.
indndin;theprovisionsofSe:ﬁonss‘n.?S}, 794, . o oo

e 052, Tite 18, United Statss Codeythe 1zun1=md§mim‘:dw=dinﬁmwu ‘,

Umd,Sum.aoemen{ " cours should find any provision of this Agreement to

mxhthew'msofthuAMenL o

for 2 court order prohibiﬁng_di.scl_osure of information  Title $0, United Statss. Code, the Intelligence 1denti-

' in breach of this Agreement. " tes Protection A2 of 1982, and Executive Order

lﬁSSsoLhatImymdthemanhsﬁme.iﬂso

" 11.1 understand that o1l information to which T may ~ choose.

obtain acsess by signiog this Agreement is now and

disslosure is mundatory of voluntary, by what autbority such informatica 8 wlicited, an¢ what usss will be made of the
aformation. You ars bereby advised that autherity for soliciting you? Social Security Number (SSN’) is Executive Order 5397. Your $§N
will be used 9 ideauly you precisely when itis pecasany 19 1) ceniify that you Bave access to 1be information indicated above, 2) deterTuns

L (et yourassw ths informauon indicated bas erminated, or 3 cerify st you bave witacased 8 brisfing o7 debricfing. A.l;bon;h

.disclosurs of your SSN s oot mandatery, your failure 10 do 30 oy impsde the processng of such centifications of determinatinns.
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-~ provisions of Section 783 (b), Titla 50, United States - uzl;cxindmmuﬁnof the United States Gov- - y
. Code and the provisions of the Ihtamzenczidzr_iﬁtiu“ mﬂ;lmdmundmmmdiﬁmmdobﬁz» R

: PmsczionAcon%z.lreeczniz:manothin;'in ﬁmim;aedummbymhmm&apply S
. this Agresment mﬁmxa,tvaimbythwnited during the time 1 am gra sccessto SClandat

The Privacy Act, § US.C. 552a. reauires bt federal agencies inform individuals, at the time information & clicited from them,
' whetber tbe
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Four Categories of Pblygraph Use

There are two basic ways to use the polygraph: for o
screening and in particular investigations. Screening exam- -

“-inations are not designed to solve specific cases of suspected
~misconduct, but instead are breventive in nature. es

Questions in =

‘information.

f’ﬁl) :Pdiy§taphiSCfééhih§'asAA'Cohdiﬁion of
"“{}f"Em910ymEnt.-~ﬂ_3.' " T :

"CIA and NSA»have;usedfthe.polygraph asApart”uf
{of;;heir‘security;SCreening program for: . ‘7.

many “years, “both priér to employment ‘and.
Pe:iodfb§I1Yitherea£terh{*U* T e T

~-Polygraph Screening as
'“”Ihformation.

T in;i982Q3DOD;PrOPoséd;a new polygraph screening ‘- : L
":_ . -program for certain employees with access to I
”1fu,high1y'classified;information;-{“ T T S

B f¥Iﬁ'additioH~t§;its'use for scfeening;“the polygraph is a1so :.-~g} 

~used as a technique to investigate particular cases of suspected

wrongdoing,

information. -

including unauthorized disclosures of classified

(3){;Cfimin;1 InQestigations.r-;"

..== .2 In"a criminal investigation, the Fifth L
- - Amendment requires a subject to consent to
. the polygraph. Because of undue influence
~on- the jury and for other reasons, DOJ.. =
. routinely opposes introduction of polygraph -
.~ evidence in criminal trials. However, DOJ -
. supports its use as an investigative tech- -
_‘“nique.'-(Hearsay may ‘also be inadmissible ) :
. evidence but is relied upon inAinves;igatibns.)v-;,”

“l&(4)Eﬁﬁﬁm{ﬁiéfratf&éflhbeStigations.7—;M5i_jﬂwv

,;ﬁ;f-jfHIn“administrative,investigations{?the,Fifth3=’

R Amendment does not preclude the government: R
”"w_-from requestinngr requiring employees to be oo
' polygraphed. The polygraph- has been used in - ' |
 such investigations for some years. - (For

example, Attornéy General Civiletti approved

‘use of the polygraph in the ABSCAM leak

investigation in 1980.)

"?J~.‘:;C-1

Approved For Réleasé 2008/12/08 - CIA-RDP90B01370R000200310021-3
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Use of Polvgraph in Leak Investigations

- The polygraph has been used for a number of years in
investigating unauthorized disclosures of classified infor-
mation. However, there has been some uncertainty about the
extent to which the government could encourage or require
emplovees to be polygraphed in such cases. 1In NSDD-84 President

'Reagan ordered agencies to clarify their policies so that

"appropriate adverse consequences" could follow an employee's
refusal to be polygraphed. :

Draftxng of regulatlons to 1mplement thls aspect of NSDD—84“

- .was:initially delayed so that the Office of Legal Counsel could
--"prepare a memorandum.analyzing the impact of the MSPB's 1980 _
. -decision in the Meier case.' See Memorandum of Theodore B. - . ~. . .
- Olson; August 22, 1983, We have now developed specific legal
. and policy guidance for implementing this aspect of NSDD-84,
. which was contained in DOJ testimony before the House Government
. Operations Cormmittee in October 1983.

- The unauthorized disclosure must be a
- .serious offense affecting national
. security or the integrity of the
~employee's official conduct.

- The polygraph can only be used after
- - investigation by other means has produced
. .a substantial objective basis for seeking
.to examine a particular employee.

- The polygraph can only be used if there
. - .1is no other reasonable means to resolve
. the matter.

- Questlons must be limited to the circum~
- . stances of the unauthorized disclosure and
-cannot go into "life style" matters. ‘

-~ “The examination results cannot be conclusive

and must be considered in the context of all
Aavallable 1nformat10n.

Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3
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R i

'The consequences of an emoldyee s refusal to take a‘poly~

graph examination will depend upon all the facts and circum-
stances. :

~~. . Employees in the competitive service or
 uniformed services (the vast majority: of
federal employees) cannot be fired or
. demoted solely for refusing to be polygraphed
- However, they could be transferred to a less
sensitive job at the same level of pay.

°'f—- . Political'appointees are subject to more
" rigorous standards and could be fired in an
- .« appropriate case for refusing to be polygraphed.

" Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3
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DOD Polygraph Screening Proposal
- - (The "Random" Polygraph)

The Department of Defense announced this proposal in 1982,

; _ but. it has not yet been implemented because of a congressional

| .. moratorium until April 15, 1984. Administration witnesses

i : testified in support of this policy before the House Government
'»fOperatlons Committee in October 1983, ~

- be covered -- a maximum of about 100,000 in DOD
“were extended out51de DOD.
o - EThe—head of each agency has dlscretlon to dec1de

:hasﬂcurrent plans to. adopt this program._%:

- Questlons are llmlted to counterlntelllgence
“matters, such as whether the employee has -
. .disclosed classified information to a foreign
.- agent or other unauthorized person. "Life style”
“ questions are  not permitted. o . T

-— Employees in the competitive service and uniformed

services (the vast majority of federal employees)

- who do not agree to be polygraphed can be A
. transferred to less sensitive jobs. They cannot
- be fired or demoted. o ’

—— Not even all of these employees will necessarily
‘.. be polygraphed. A smaller number can be randomly
selected for polygraphs each year. Random:
-selection protects these employees from being
_ singled out to be polygraphed for dlscrlmlnatory
reasons.”

Note: Thls program is not prlmarlly designed to counter

. "leaks." It is to safeguard sensitive classified information
~that is likely to be of extraordinary interest to hostile
intelligence agents. It is part of an effort to upgrade

B security standards for employees outside of CIA and NSA who have

~access to the same kind of highly sensitive information.

. Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3 ~

—-ﬁﬂJOnly employees in spec1a1 access programs® could

;.and:about:-10,000. in other: agencxes 1f the programipi;f;fﬁ?“

_whether, and to what extent to use-it.: - Only DOD. -,i;;ﬁ,sf
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IA. NSA

FY 80 . NA 5,676
~{Carter) 7
- FY 81 NA 7,418
- Transition) - .. . ..

- -CIA-and-NSA examinations were nearly all o
-for-personnel screening. Over 90% of all.
- other examinations.were given in criminal
< -dinvestigations (suspects, witnesses, in- ' - -

~ formants, victims). R LT

Statistics on Federal Polygraph Use

DOD Other "Total .
(Not NSA) - Agencies (Except CIA)

7,374 - 3,241 16,291

7,007 - 3,807 18,232

- In 1980-82, a total of about 260 examinations

were given in cases of unauthorized disclosure
of sensitive or classified information.

'.,Source;'OTA'Study (Nov. 1983), p. 108.

" "Approved For'Reiease' 2008/12/08 : CIA-RDP90B01370R000200310021-3 . .. . . ...
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} Statistics on Polygraph Accuracy

Field o Laboratory Studies
Studies - R ~ C
R o $ff»:~ﬂ ‘ o ,,,‘» .v' éontrol ’ - Guilty
ot SRR T .. Question jw'_Knowledge
e ‘ R .~ Technique . Technique
’ §;»Accuratg~ ;~““'

Coo82.0 . 60.9 . so.s.

Inaccurate:-

g Note:  -- -~ Percentages reflect mean detection rates of
e “f'"f“polygraph validity studies reported and analyzed

- by OTA. . All involve single-issue examinations for

"7 actual or simulated criminal conduct. '

" Source: - "OTA Study (Nov. 1‘983)}, PP. 52 and 65.

Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3
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Freedom of Information Act Amendments

An early priority of this Administration was to seek
amendments. to the Freedom of Information Act. This has evolved
into two tracks: general reform and relief for CIA. Each of

~these tracks has produced bills with wide bipartisan support in
the Senate but uncertain prospects in the House.

S.774. This is the general FOIA reform bill, which is
supported by Senators Hatch and Leahy. It was unanimously
- approved by the Senate Judiciary Committee in June 1983 and is
~awaiting action by the full Senate. Among other things, this

= bill would:improve“thejprotectionqgf law enforcement information

~.-in_government files. - LT LITEIT UYL e

- ._.S. 1324, This is the CIA relief bill. 'CIA originally - .
sought total exemption from.FOIA but earlier this year sought a

compromise. S. 1324 is the result. It exempts CIA operational
files, which are unlikely to contain any information that is
releasable, from the budensome requirement of FOIA searches.
However, all other CIA files remain fully subject to FOIA,
S. 1324 was unanimously approved in October 1983 by the Senate
Intelligence Committee with strong bipartisan support, and by

. the full Senate in November of 1983,

Congressional Qutlook--It is expected that the full
Senate will approve S, 774 in the next few weeks. It will then
be referred to the Subcommittee on Government Information of the
House Government Operations Committee, chaired by Congressman
Glenn English (D-Okla.). While it is expected that English will

hold hearings, he generally opposes FOIA reform and House action
is unlikely. : ‘ ’

Prospects for S. 1324 are considerably better however. The
bill has been referred jointly to the House Intelligence '
Committee, which has scheduled a hearing for February 8, and the
. Government Operations Committee. Although Congressman English

could block this legislation as well, it has fairly strong
support in the House and a fair chance of passage,

- Approved For Release 2008/12/08 : CIA-RDP90B01370R000200310021-3
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Executive Order 12356 (Classified Information)

President Reagan signed Executive Order 12356, "National
Security Information” on April 2, 1982, The new Order includes _
a number of changes that are based on litigative and administra-—
tive experience under its predecessor order, which was issued by
President Carter in 1978, These changes are designed to enhance
the Executive branch's ability to protect national security
information from unauthorized disclosure and are not intended to
increase the quantity of classified information.

The two most controversial changes are:

== The minimum standard for classification

. . requires a determination that unautho-
wmrized-disclosure;?reasonably-could be .
“expected to cause damage to the national .
'security.” The Carter order required i
~i"identifiable damage." - -

7~;§;;if5552?4;j;4The=Reagah order eliminates the "balancing

test,"” in which classifying officials were
required to balance the public interest in
disclosure against the need for secrecy.

Both of these changes were made to avoid problems in protecting
classified information in litigation, pPrimarily under FOIA.

Statistics recently compiled by the Information Security
Oversight Office (ISO0O) show that the new order has not produced
an increase in the amount of classified information. During the
first year that the new order was in effect (FY 1983), original
classification activity declined by 18%, which was the first
significant decline in four years. Total classification acti-
vity (including derivative classification) increased by only 3%,
which is much lower than the 8-10% annual increases during the
last two years of the Carter Administration.

Congressional Outlook.--Legislation has been introduced

 :in the House and Senate to provide statutory standards for
classification. If enacted, this legislation would effectively

repeal the Reagan order and replace it with the Carter order.
Hearings have been held on the general subject, but passage of
legislation seems unlikely. :

“T?r
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FBI Domestic Security/Terrorism Guidelines

The new Domestic Security/Terrorism Guidelines became effec-
tive March 21, 1983, replacing guidelines previously issued by
Attorney General Levi in 1976 (the "Levi Guldellnes")

The new gu1d°llnes incorporate instructions for domestlc
security cases in the existing General Crimes and Racketeering
Enterprise Guidelines, thus giving the FBI a single set of

-procedures for all criminal and criminal intelligence investi-
‘gations. This provides a consistency which did not exist in

the past. In addition, the guidelines:

C - Eliminate the three-tiered approach to
B "domestlc securlty cases,rr .

"?;'—%“f:Use a eriminal enterprise approach whlch
-. - . emphasizes the 1ntelllgence nature of
' g'”these cases,,g
- Encourage the contlnued monltorlng of cr1m1nal
enterprises even when they may be temporarily
inactive,

- Make clear that the FBI may take into account
statements made by enterprise members which
indicate an apparent intent to engage in
crime.

On April 18, 1983, Judge Getzendanner of the Northern
District of Illinois permanently enjoined in the City of Chicago

~the provision of the guidelines permitting the FBI to initiate

inquiries or investigations on the basis of statements advoca-
ting criminal conduct. Alliance to End Repression v. City of
Chicago, No. 74C3268. The government is appealing this
ruling. The court denied preliminary injunctions dlrected to
certain other sections of the gu1de11nes._

Congressional Outlook.--Congressman Don Edwards has

~introduced legislation that would block 1mp1ementat10n of the

new guidelines, with the apparent intent of requiring a return
to the Levi Guidelines. Hearings have been held on the new
guidelines, but passage of blocking legislation seems unlikely.
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